CIT IT Acquisition Documentation Checklist

Over $100,000
1.
What IT Hardware, IT Software, Telecommunications, IT Maintenance, Support or Services do you propose to purchase and what IT components are involved?
2. 
What is the total cost?  If the acquisition is for more than one year, give total number of years and estimated costs per year.  If a services acquisition, how was the government cost estimate derived?  
3. 
Statement of Organization’s Mission (Give the background and mission/function of the Laboratory/Branch/Program).

4.
Explain the specific requirement that motivated this acquisition.  What needs to be accomplished in functional terms?  How does this requirement relate to NIH and CIT mission?  How does the proposed acquisition meet this requirement and support the NIH and CIT mission? 

5.
What are the expected benefits of the acquisition?  How are you currently  meeting the need, and how will the acquisition help in measurable ways, such as service delivery improvement, faster throughput, etc.  What are the potential risks?

6.
What Performance Measures are being used?  What metrics are used to measure the success of the acquisition in accomplishing program, CIT, and NIH goals?   

7.  
Type and explanation of acquisition proposed.  (Competitive - Open Market, Federal Supply Schedule, 8(a), Competitive 8(a), Small Business, Interagency Transfer, Government -Wide Agency Contract (GWAC), or Non-Competitive).

8.
Alternatives analysis.  Compare and evaluate all feasible alternatives which will meet the requirement.  How did you determine which alternative is most advantageous to the government?  Summarize results of a comparative cost/benefit and risk analyses for all feasible alternatives.  Level of analysis should be commensurate with total cost.  Note that if the acquisition is for over $500,000, past performance of potential offerors must be one of the evaluation criteria.

Alternatives include: outsourcing; use of non-IT resources to satisfy the requirement; use of existing IT resources; sharing IT resources; use of commercial IT resources; process reengineering; redesign of applications programs to better conform to standards and changing conditions; revision of production schedules or job streams; addition of equipment; upgrade to components of existing equipment; replacement of an existing system with a compatible system to handle the workload; and competitive replacement of the existing IT resources system.  

9.
If the IT acquisition includes software licenses, has the license been examined and has the NIH policy for approval of Licensing Agreements on behalf of the government (NIH Manual Chapter 6027) been followed?  
10.  
If the IT hardware includes monitors, printers, or PCs or Macintoshes not used as servers, are they Energy Star Compliant?  Is an exemption required?

11.  
Does this purchase comply with the NIH Enterprise Architecture as specified                

             at http://enterprisearchitecture.nih.gov?
 

             If YES, list the name of the Brick in which the product is listed (must be either a      

              tactical or strategic product):
 

               _________________________________________________
                          (Brick Name)
 

 

             If NO, provide Architecture Exception Request Form OCITA Tracking Number                   

             for approved exceptions:
 

               _________________________________________________
                 (OCITA Tracking Number)
             ______ I have checked the NIH Enterprise Architecture, and there are no             

            applicable guidelines for this purchase.
              (Initial)
12.  
Is this request part of the Division’s budgeted expenses? 
      If ‘NO’ explain how the purchase will be financed. 
      If ‘YES’, does this purchase stay within budget? 

            If the money is not coming from NIH, how will NIH recover the money and 

            does NIH have written assurance that  the requesting Agency can cover the 

            purchase?
13.  
Are there special IT accommodation needs for persons with disabilities?
14.
How have appropriate security and privacy requirements been met?  The acquisition must comply with the Automated Information Systems Security Program ( SEQ CHAPTER \h \r 1AISSP) security requirements, the Computer Security Act of 1987; Office of Management and Budget (OMB) Circular A-130, Appendix III, “Security of Federal Automated Information Systems;” and the DHHS AISSP Handbook.    

15.
Special Requirements for IT Service Acquisitions:  Note that special security clearance assessments and requirements apply to IT service acquisitions to ensure the adequate safeguard of agency information being accessed by NIH contractors (including vendors).  

· If this is an IT service acquisition, attach a copy of the Statement of Work, or send a copy electronically to sullivak@mail.nih.gov and dfarr@mail.nih.gov.  

· Have the appropriate IT systems security provisions been incorporated in the solicitation for IT services (http://rcb-intranet.nci.nih.gov/)?

· The DHHS Automated Information Systems Security Program (AISSP) requires, in part, that the following steps be taken to ensure the adequate safeguard of agency information being accessed by NIH contractors (including vendors) under an IT service acquisition:

Step 1.  Category of safeguarded information (http://irm.cit.nih.gov/security/table1.htm):
What is the category of safeguarded information?

 SEQ CHAPTER \h \r 1[   ]
Non Sensitive Information

[   ]
Sensitive Information

[   ]
Classified Information:

[   ] Confidential  [   ] Secret  [   ] Top Secret  [   ] Special Access
Step 2.  Security Level Designations for the safeguarded information (http://irm.cit.nih.gov/security/table2.htm):
What are the security level designations for the safeguarded information?

Sensitivity of the data 


Level

Operational criticality of the data 

Level


Overall security level 


Level
 
(Note that the overall security level designation is the higher of the previous two levels.)  

Step 3.  Position Sensitivity Designations (http://irm.cit.nih.gov/security/table3.htm):
List the estimated number of contractor employees requesting each of the following position sensitivity designations: 


 SEQ CHAPTER \h \r 1Level 6C: Sensitive - High Risk (Requires Suitability Determination with a BI).  Contractor employees assigned to a Level 6C position are subject to a Background Investigation (BI).


Level 5C: Sensitive - Moderate Risk (Requires Suitability Determination with NACIC).  Contractor employees assigned to a Level 5C position with no previous investigation and approval shall undergo a National Agency Check and Inquiry Investigation plus a Credit Check (NACIC), or possibly a Limited Background Investigation (LBI).


Level 4C: Classified  (Requires Special Access Clearance with an SSBI).  Contractor employees assigned to a Level 4C position are subject to a Single Scope Background Investigation (SSBI).


Level 3C: Classified  (Requires Top Secret Clearance with an SSBI).  Contractor employees assigned to a Level 3C position are subject to a Single Scope Background Investigation (SSBI).


Level 2C: Classified  (Requires Confidential or Secret Clearance with an LBI).  Contractor employees assigned to a Level 2C position shall undergo a Limited Background Investigation (LBI).


Level 1C: Non Sensitive  (Requires Suitability Determination with an NACI).  Contractor employees assigned to a Level 1C position are subject to a National Agency Check and Inquiry Investigation (NACI).
Approved:                                        

Date: 


                          

                    CIT ISSO

(required when item 14 applies)
Approved:                                                   



Date: 


                          


CIT/Lab or Branch Chief

Approved:                                                   



Date: 


                          


CIT/OPEC

